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Disclaimer

I, Jonathan D. Becker, J.D., Ph.D., am an attorney at law, but by 
education only.  That is, I have a law degree and I am admitted 
to the Bar of the State of New Jersey (not Virginia!).  However, I 
have never practiced law and I am currently officially “retired 
completely from the practice of law” in every jurisdiction.  
Therefore, I cannot, among other things, “render advice on the 
law or legal assistance.”  As a result, all discussions and 
communications related to this presentation or beyond should 
be considered academic in nature; I will answer questions and 
offer opinions (readily), but they should be considered answers 
and opinions based on my education and understanding of 
information, and not legal advice.
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New digital technologies massively 
increase our capacity for data

collection and information
management in ways that create 
incredible affordances for school 
safety and for student learning. 
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DATA

• Collection
• Use
• Sharing
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DATA COLLECTION
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• 4th Amendment Framework
– Right of people to be secure and 

protected from unreasonable 
searches.

– Schools are unique.
– Therefore, no warrant; only 

reasonable suspicion.
– REASONABLENESS TEST

• Search must be justified at its 
inception, AND

• Search must be “reasonably related in 
scope to the circumstances which 
justified the interference in the first 
place.”
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DATA USE
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Adaptive learning
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Personalized learning
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Algorithmic Discrimination
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The 14th Amendment

• All persons born or naturalized in the United States, 
and subject to the jurisdiction thereof, are citizens of 
the United States and of the State wherein they 
reside.  No State shall make or enforce any law which 
shall abridge the privileges or immunities of citizens 
of the United States; nor shall any State deprive any 
person of life, liberty or property without due 
process of the law; nor deny to any person within its 
jurisdiction the equal protection of the laws.



40

Equal Protection Clause

• State action requires strict judicial 
scrutiny if it:
– impacts a “fundamental interest”, and/or
– discriminates on the basis of a “suspect 

classification”



41

New digital technologies massively 
increase our capacity for data

collection and information
management in ways that create 
incredible affordances for school 
safety and for student learning. 

However…



42



43



44

DATA SHARING
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Data Sharing

Intentional Unintentional
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School service providers may not…
• Collect, use, share and retain student personal information 

only for purposes for which they are authorized;
• Maintain a comprehensive security program focused on 

protecting student data against risks, such as unauthorized 
access or use, or unintended or inappropriate disclosure;

• Require that vendors with whom student data is shared are 
obliged to implement the same commitments outlined in the 
pledge;

• Allow a successor entity to maintain the student personal 
information, subject to the commitments outlined in the 
pledge;

• Not collect, maintain, use or share student personal 
information for non-educational purposes;

• Not sell student personal information;
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Pupil Records

• Directory information
• However, no school shall disclose the address, 

telephone number, or email address of a 
student pursuant to 34 C.F.R. § 99.31(a)(11) or 
the Virginia Freedom of Information Act 
(§ 2.2-3700 et seq.) unless the parent or 
eligible student has affirmatively consented in 
writing to such disclosure.

http://law.lis.virginia.gov/vacode/2.2-3700
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Unintentional Data Sharing
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K-12 Cyber Incident Map

SOURCE: https://k12cybersecure.com/map/
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K-12 Cyber Incidents

SOURCE: https://k12cybersecure.com/map/

• Phishing attacks resulting in the disclosure of 
personal data;

• Other unauthorized disclosures, breaches or 
hacks resulting in the disclosure of personal 
data

• Ransomware attacks;
• Denial-of-service attacks; and
• Other cyber incidents resulting in school 

disruptions and unauthorized disclosures.
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https://www.edtechstrategies.com/tracking-edu/
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Tracking: EDU
Based on automated and manual reviews conducted over 4 months (between October 
2017 and January 2018) of every state department of education website and a 
nationwide sample of 159 school district websites, Tracking: EDU found that:
• Most state and local education agency websites do not support secure browsing, 

putting both schools and website visitors at risk;
• Virtually every state and local education agency has partnered with online 

advertising companies to deploy sophisticated user tracking and surveillance on 
their websites, quite extensively in some cases; and

• Many state and the vast majority of local education agency websites do not 
disclose the presence and nature of this ad tracking and user surveillance, or the 
mechanisms for how users can opt out of these data collections. Those few that do 
make such disclosures often do so in misleading ways, including by making 
demonstrably false statements about their privacy practices.

In sum, this analysis of education agency websites suggest a widespread lack of 
attention to issues of online security and privacy, and should spur prompt action at 
the highest levels of education leadership to remediate the many (and sometimes 
significant) deficiencies and lack of compliance brought to light.

https://www.edtechstrategies.com/tracking-edu/

https://www.edtechstrategies.com/tracking-edu/state-of-the-states/
https://www.edtechstrategies.com/tracking-edu/secure-browsing/
https://www.edtechstrategies.com/tracking-edu/ad-tracking-and-surveillance/
https://www.edtechstrategies.com/tracking-edu/privacy-policies/
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Data breach protocol



60



61

Negligence?
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DATA

• Collection
• Use
• Sharing
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RECOMMENDATIONS

• Cybersecurity
• Model good privacy practices
• Training/PD
• Planning/Auditing
• Trust your instincts
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Questions
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RESOURCES

http://bit.ly/VASSPLAW
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